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What is Privilege?
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A

B
Clawbacks

Why is it so 
important?



Why is Privilege Review Costly?
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Requires Nuanced 
Analysis

Look to context of 
communications

Consider role of attorney 
(legal v business)

Over-Designations

Unnecessary documents 
in privilege log queue 
results in additional 

billable hours

Overbroad privilege 
application invites 

privilege challenges

Data Volumes

Treatment of duplicates 
in data sets and impact 

to privilege review

Use of near duplicate 
analysis to manage 

volumes and 
consistency



Traditional Methods for Improving Privilege Review
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Manual keyword filter

TRADITIONAL WORKFLOW CHECKLIST

Lawyer-custodian analysis

Propagation

Threading

Metadata analysis

Doc-by-doc review

Privilege folder suppression



Past Results of Using TAR / AI for Privilege
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2010
Analysis of 1.3 million Enron documents for privilege found 
recall rates of 7-71%, precision rates of 30-49%..

2014

Analysis by KPMG found recall rates of 90% with  50% precision
using developmental technology.

Cormack, G.V., Grossman, M.R., Hedin, B., Oard, D.W., Overview of the TREC 2010 Legal Track, 34 (2011)

Gabriel, M. and Sharpe, D.  Using Predictive Coding to Find 
Privileged Content, Today’s General Counsel, Vol 11 (Jun/Jul 
2014)



Privilege Detection Applications
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Algorithms built to analyze  
connections and 
relationships between people1.

Detection of non-name 
handles3.

Removal of “junk” emails5.

Reach beyond top-level 
metadata7.

Language surrounding 
phrasing9.

Cross-platform identification2.

Footer exclusions4.

Domain breakdowns6.

Aligned versus adverse 
counsel refinement8.

Reviewer guidance of “why” 
it is a hit10.



Examples of Available Technology
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Critical Points of Privilege Review
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Creating and 
documenting 

defensible 
workflows 

catered to the 
client needs

DOCUMENTATION

Qualifications of 
those involved in 

developing or 
implementing 

the process

SMEs

Assess pricing 
and practicality, 
finding a balance 
to the goals and 

risks of the client

BALANCE

As technology 
evolves, what 
solutions will 

come next and 
what are their 

limitations

TECHNOLOGY

Technology isn’t 
a cure for 

privilege, but it 
can lead to cost 

and time savings

REALISTIC GOALS

1 2 3 4 5

START

MILESTONE



Courts on Privilege
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As with TAR for 
relevancy, courts 
are unlikely 
mandate the usage 
of any tools.

“Responding parties 
are best situated to 
evaluate the 
procedures, 
methodologies, and 
technologies 
appropriate for 
preserving and 
producing their own 
electronically stored 
information.” –
Principle 6.

Agree to a 502(d) 
order to further 
protect your 
client’s privileged 
communications, 
regardless of the 
technology being 
used.
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&
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Growing Collaboration Tools Trends

The rise in company-approved use of collaboration tools amongst employees is directly related to the Covid-
19 outbreak, with work-from-home becoming more normalized. That increased use of these tools in the 

workplace, in addition to text messages, is starting to make an impact on courts and discovery.
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Challenges with Collaboration Tools & eDiscovery

14

Privileged & Confidential
Attorney-Client Privileged Communication

Attorney Work Product

Information Governance

Data Privacy

Hold Notices 
Auto-Deletion and BYOD Policies

Collection

Multi-Channel 
Conversations

Review and Production



A “Traditional” eDiscovery Family
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Original document with attachments 
or embedded files

PARENT

Original document attached to an email 
or embedded within another document

CHILD

Original file saved within a separate, 
distinct document

EMBEDDED FILE

Relational Documents
During processing, documents that have attached or embedded 
files will have those files treated as separate documents when 
loaded into the review database.

The original email file with an attachment will be loaded into 
the database as two documents: the email is referred to as the 
“parent” and any attachments are referred to as “children.”

Standalone documents with embedded files (such as a Word 
document with an embedded Excel) will be similarly loaded as 
the “parent” (document with embedded files) and “children” 
(embedded files in the document).

This relational designation is important because documents 
are searched, reviewed, and produced keeping “families” 
together, as they would be treated in their native format.



A “Collaboration Tool” eDiscovery Family

Relational Documents
Instead of a traditional two-tiered family relationship with a 
“parent” and “children” collaboration tool families are based 
on the relationship of where the messages exist in a given 
thread:

• The full message thread

• Daily messages within that thread

• Individual messages within that thread

• Attachments of individual messages within that 
thread

This multi-tiered relationship creates challenges to:

• Review workflows

• Approaches to QC

• Production spec decisions

CHILD

FULL THREAD

16

GIFs, Memes, Links
ATTACHMENTS

DAILY THREAD

INDIVIDUAL 
MESSAGE



Unique Challenges to Collaboration Tool Messages
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W o r k f l o w  Q u e s t i o n s  t o  C o n s i d e r  f o r  
C h a t  M e s s a g e  R e v i e w s

1. Search terms must take into account casual 
language (including privilege terms)

2.

3.

4.

5.

How do you decide what to review once you have 
search hits - all messages in that thread  or day? 

What analytics tools can be used for documents 
with such a small amount of text and be effective?

How will you handle relevancy for memes and 
emojis?

What’s the best way to produce these messages?



Collaboration Tool Challenge: Hyperlink Files
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Modern Attachments Example

Microsoft integrates OneDrive for business and Outlook. Rather than sending documents the traditional way, attaching a 

copy to an email message. With modern attachments a link to the document is sent which point back to the senders 

OneDrive location. This saves space in the mailbox and allows for better collaboration, without the need to send document 

versions back and forth.  

Modern attachments work only if the document is stored in OneDrive but the user experience is that same as attaching 

any document to an email. However, when the file is stored in OneDrive the user is presented with the following option.



Collaboration Tool Challenge: Hyperlink Files
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Modern Attachments Example

The cloud symbol on the attachments indicates the 

attachment is coming from OneDrive and not attached 

as a local copy.

The issue with modern attachments from an eDiscovery 

and preservation prospective is that because the 

documents are not actually attached to the email and 

not stored in the email.  This means Legal professionals 

need to be aware that both the Mailbox & OneDrive 

location should be placed on legal hold in order to 

preserve all data.

When processing Modern attachments, they look like 

this in Nuix:



Collaboration Tool Challenge: Hyperlink Files
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Modern Attachments Example

Everything looks normal about the attachment, though when you did a little deeper, the file is empty and is 0 bytes. 

Further Metadata below shows it’s a modern attachment.

Solution: Preserve and collect both Email & OneDrive sources for all relevant custodians utilizing Graph API to automate 

collection of modern attachments where possible.



Getting Technical: Slack Messaging Encoding 
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Getting Technical: Chat Data Conversion Exports 
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Getting Technical: NUIX Chat Data Exports 
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Getting Technical: Relativity Short Message Format
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Collaboration Tools: Helpful Software and Providers
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AXIOM
Allows you to properly 
collect chat data 
preserving the ability to 
later deliver to RSMF

1.

ESI ANALYST

ECA analysis of mobile 
and collaboration app 
data

4.

ONNA

Great tool for Slack 
data processing2.

NUIX

Powerful data 
extraction tool5.

HANZO
Hold, collection and 
discovery of Slack and 
other collaboration 
app data

3.

CELEBRITE

Mobile device 
collection and 
processing tool

6.



Recent
Case Law
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Case Law: Collaboration Tools Go To Court
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Inconsistent treatment of efforts to compel production of data from NECs

• West Pub. Corp. v. LegalEase Sols. LLC, 2019 WL 8014512, at *8 (D. 
Minn. No. 22, 2019).  

• Milbeck v. TrueCar Inc., 2019 WL 4570017, at *1-3 (C.D. Cal. May 2, 
2019).

• Calendar Research LLC v. StubHub, Inc., No. 17-cv-4062, 2019 WL 
1581406 (C.D. Cal. Mar. 14, 2019). 

• Laub v. Horbaczewski, 2020 WL 7978227 (C.D. Cal Nov. 17, 2020).

Redaction of non-responsive content within 

responsive channels



Case Law: Auto-Deleting and Ephemeral Applications
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DR Distributors – Issue Preclusion, Adverse Inferences, Costs (Paid by Company and Counsel), 
Admonishments to Counsel, & More
• Case Summary: Defendant failed to disclose various sources of relevant data to counsel. Counsel failed to ask client about possible 

locations of relevant data and failed to instruct client on proper hold notice procedure or for the client to disable any auto-delete settings 
to relevant data.  

• Outcome: The judge held that certain issues related to the prejudicial spoliated data could only be remedied by issue preclusion and 
adverse inferences, costs related to the sanctions were ordered to be paid by Defendant and counsel, admonishments to counsel 
along with orders for counsel to complete 8 hours of ESI-related CLEs and certifying they read the full order (256 pages). 

Fast v GoDaddy – Costs, Adverse Inferences, Additional 3rd Party Subpoenas for Opposing Party 

• Case Summary : Plaintiff filed suit against Defendant, alleging wrongful termination. In spite of filing her claim, Plaintiff 
deleted numerous relevant Facebook Messenger and Telegram messages.

• Outcome : Costs to Defendant for sanctions motion, adverse inference instruction to the jury, additional 3rd party 
subpoenas for the opposing party to minimize prejudice caused by deletions.  

Fast v GoDaddy.com, LLC, No. CV-20-01448-PHX-DGC (D. Ariz. Feb. 3, 2022).

WeRide Corp v Kun Huang - Terminating Sanctions
• Case Summary : Defendants moved communications related to the litigation to a self-deleting ephemeral app after they 

anticipated litigation and after an evidence preservation order issued by the court. 
• Outcome : Judge issued terminating sanctions for Defendants, entering a default judgment in favor of the Plaintiffs.  
WeRide Corp v. Kun Huang, 379 F.Supp. 3d 834 (N.D. Cal. 2019). 



Case Law: Auto-Deleting and Ephemeral Applications
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Sandoz, Inc. v. United Therapeutics Corp – Use of Search Terms to Identify Review Universe
• Case Summary: The producing party only produced the text messages that hit on search terms and did not provide the surrounding 

messages for context.
• Outcome: The producing party was required to produce the surrounding contextual messages.
Sandoz, Inc. v. United Therapeutics Corp., 2021 WL 2453142 (D.N.J. 2021).

Nichols v. Noom – Hyperlinked Files: Attachments or Not Attachments
• Case Summary : Plaintiff determined that defendant’s employees would send hyperlinks of internal files in lieu of attaching 

the files to the email. plaintiffs argued that this practice resulted in “broken” families and requested that the court require 
defendant to work with a vendor to collect the Google Drive files. Defendants argued that hyperlinks are not attachments and 
stated all files were already produced. 

• Outcome: The court denied the plaintiff’s request, finding that a hyperlink is not the same things as an attachment, and 
further, the defendant/producing party had already searched, reviewed, and produced from their Google Drive. 

Nichols v Noom, Inc., 2021 WL 948646 (S.D.N.Y. 2021).

Benebone v Pet Qwerks – Slack Data and Proportionality
• Case Summary: Producing party argued that collecting, reviewing, and producing Slack data would be cost prohibitive and outside 

the bounds of proportionality. The producing party did not provide any witness or expert testimony supporting their motion. The 
receiving party provide an export-provided affidavit regarding available software to assist with Slack data that was not cost 
prohibitive. 

• Outcome: Producing party was ordered to produce the Slack data.  
Benebone v Pet Qwerks, 2021 WL 831025 (C.D. Cal. 2021). 



Q&A
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Thank you!


